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Section 1: Overview of Recertification

Introduction

The PAC Recertification Handbook is designed to assist Department Authorization Function (DAF) Administrators to
review system access and approval authority within the Columbia University People @ Columbia (PAC) HR system in
order to recertify that it is accurate, based on individuals’ roles and responsibilities.

DAF authority is a critical component of the University’s control system. It assigns levels of authority to University
employees to approve key transactions on the University’s behalf. Please review and familiarize yourself with the
Departmental Authorization Function policy for the University. The DAF policy can be found in the University Policy
Library at https:/ /universitypolicies.columbia.edu/content/departmental-authorization-function.

PAC Access and Authority

People @ Columbia (PAC): In PAC, the University’s system for human resources information, security roles are divided
into three basic types of roles:

e Page Access: Defines the pages a user can navigate to in PAC and the transactions a user can view/initiate. These
are typically the initiator roles and the Manager Self-Service role. Examples of page access roles include Manager
Self-Service, Template-based Hire Initiator and Accounting Initiator.

e  Workflow Access: Defines the approval authority a user has for transactions on the related pages. Workflow
routing is based on the administrative department of the employee you are transacting on, and the level 8 funding
department(s) associated with the ComboCode(s) used in the transaction.

e Department Access: Defines the employee records to which a user has access to view and report on. Department
access in PAC is applied universally across all page and workflow roles a user has in the application.

Section 2: Recertification Process

DAF Administrators should run the PAC Recertification Reports directly in PAC to review access. These reports include
individuals within the DAF’s administrative department. Instructions on how to run the reports start on page 2 of this
handbook.

DAF Administrators can directly remove roles and/or departments from users. Instructions on how to do this start on
page 5 of this handbook.

If you need to add roles and/or departments, the user should complete the People @ Columbia (PAC) Security Application
which can be found in the Service Center Service Catalog.
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To run the PAC Recertification Report:
1. Navigate to: Main Menu > Manager Self Service > Security > Re-certification Report.
2. Enter a Run Control and click “Search” or click on “Add a New Value” to create a new one.

e ks "j i - -
-*‘5'-'*;;-] AC™ 7@ Recertification Upload Re-certification Report

SEST. 2004

Re-certification Report

Enter any information you have and click Search. Leave fields blank for a list of all values.
Find an Existing Value i Add a New Value
¥ Search Criteria

Search by: Run Control ID begins with | sfa10]

[ Search Advanced Search

+

3. The report default is by Department ID. Select your DAF department(s) from the drop-down. For multiple
departments, click on the (+) sign to add a new row. Click on “Run”.

&\JIRA\((; Pe Receraneanon Upioat User Re-Certification Report

New Window | Personalize Page

Re-Certification Report

User Re-Certification Report
Report Manager Process Monitor Run

Description:

Run Control ID sfa10

Manager Self Service Reports

® Department ID Role Name User ID

H5 Q 1-10f1 ~ View All
Department

1 16HR0O0X Q CHR CU Human Resources e -
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4. On the next page, click on “OK”.

Process Scheduler Request x
UserID sfa10 Run Control ID  sfa10
Server Name v Run Date  02/26/2019 =]

Recurrence v Run Time 9:493:-14PM Reset to Current Date
Time Zone Q

Process List

Select  Description Process Name Process Type “Type *Format

| PAC Re-certification Repaort CU_RCRT PSJaob (None) - (Mone) =
1 3

” hyperlink.

User Re-Certification Report

MNew Window |

Re-Certification Report

User Re-Certification Report

Report Manager Process Monitor " Run

Description: Process Instance:2551694
Run Control ID  sfa10

Manager Self Service Reports

@ Department ID O Role Name O User ID

B Q 1-10f1 v | Wiew All
Department

1 16HRO0X Q CHR CU Human Resources =+ -

Save Return to Search Add Update/Display
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On the Report Manager page, click on the “Administration” tab.

¢ Re-<Certification Report Report Manager
New Window | Personalize Page
List Explorer Administration Archives
View Reports For
Folder : ": Instance to Refresh
Name Created On Last v 1 Hours ~

7.  On the Administration page, there will be 2 reports generated on the Report List. You can click on the “Refresh”
button to refresh the page until both reports appear. Look for the file generated with the description “NVSRUN"
and in Microsoft Excel format.

.\JI]’A(; < Administration Report Manager

List Explorer Administration Archives

View Reports For

User ID sfall Type v Last v 1 Days v Refresh
Status =~ Posted ¥ | Folder ¥ Instance to
Report List
F Q 1-20f2 | View Al
Report Prcs o Request .
Select D e Description Date/Time Format Status Details
0 2268749 2551696  NVSRUN %%ggg%h E}:g;"f}’;g"ce' Posted  Deatails
0 2268747 2551695 User Re-certification Report gzg?[;ggﬂ Text Files (".txt)  Posted Details
¥ Select Al Deselect Al
Delete Click the delete butten to delete the selected report(s)

Go back to Re-certification Report

Save

List | Explorer | Administration | Archives

8. The excel file will contain the pivot table as well as the raw data for everyone in your DAF area who needs to be
recertified.
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You can remove a user’s access directly in PeopleSoft.

To remove access:
1. Navigate to: Main Menu > Manager Self Service > Security > Re-certification Access Change

2. Enter the UNI of the user whose access needs to be removed
Re-certification Access Change

Enter any information you have and click Search. Leave fields blank for a list of all values.
Find an Existing Value

¥ Search Criteria
User D begins with ~ UNI

Description = begins with

[]Case Sensitive

Search Clear Basic Search & Save Search Criteria

4

3. On the main landing page, you can either remove all of the current access of the user by clicking “Remove All
Access” or go through each of the hyperlinks. NOTE: the system will still move through each of the access pages
even if you click on the “Remove All Access” box.

Re-certification Access Changes

Marcelino Mcclanahan

UNI UNI HR Status Active
= N # Empl ID EMPLID Full/Part Time Full-Time
']‘s,.h .f-""; Job Code 312106 Email Address hris-testg columbia.adu
i Job Title Dean - FINC
Request Date 02/27/2021 Request Status Initial Request

J Remove All Access

Remove Department Access Remove Role Access Remove Workflow Access

Next

Search Another Employee
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4. Remove Department Access. Check the box next to the department that needs to be removed from the user’s
profile. NOTE: Only the first 5 rows are displayed as the default. Click on “View” to expand the department list
grid. Click “Next”.

Re-certification Access Changes

Marcelino Mcclanahan Step 1 of 3: Remove Department Access
UNI UNI HR Status Active
* & Empl ID EMPLID FulliPart Time Full-Time
N Job Code 312106 Email Address hris-test@gblumbia.edu
j
i Job Title Dean - FINC

Request Date 02/27i2021 Request Status  Injfal Request

0 Select Al

Remove Department Access

5 Q 1-5 0f 233 v r M| View100

Remove Set ID Department Access Code Tree EffDt
m] CUSET 4000000 Read/Write 07/01/2014
CUSET 4010000 Read/Write 07/01/2014

O CUSET 4010103 Read/Write 07/01/2014

O CUSET 4011103 Read/Write 07/01/2014
CUSET 4012103 Read/Write 07/01/2014

Back Save for Later Quit without Saving Next

Return to Main page

Search Another Employes

5. Remove Roles. Check the box next to the PAC role that needs to be removed from the user’s profile. Click “Next”.

Re-certification Access Changes

Marcelino Mcclanahan Step 2 of 3: Remove Roles
UNI UNI HR Status Active
5 4 Empl ID EMPLID Full/Part Time Full-Time
"\\ _‘/"' Job Code 312106 Email Address hris-test@columbia edu
3 Job Title Dean - FINC
Request Date  02/27/2021 Request Status Initial Request
I selectall

Remove Role Access

F Q | View Al

Remove Role Name
m] CU Enhanced Manager S5
O CU HR Accounting Initiator
O CU HR Additional Pay Initiator
O CU HR GSAS Approver
) CU HR Transaction Appraver
a CU HR Transaction Initiator
] CU LA Create Combo Code
O CU Manager
a CU Managerial Salary Planning

Back Save for Later Quit without Saving Next

Return to Main page

Search Another Employee
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6. Remove Workflow Roles. Check the box next to the Workflow role that needs to be removed from the user’s
profile. If you are ready to submit, click “Save and Submit”.

Re-certification Access Changes

Marcelino Mcclanahan Step 3 of 3: Remove Workflow Roles
UNI UNI HR Status Active
Al & Empl ID EMPLID FulliPart Time Full-Time
\«. ,.-"'", Job Code 312106 Email Address hris-test@columbia.edu
3 Job Title Dean - FINC
Request Date  02/27/2021 Request Status Initial Request
O Select All

Remove Workflow Access

1-5ef13  ~ b Mo

H Q -
View All
Remove Role Name
CU ACCT Approver 1
(] CU ACCT Approver 2
] CU ADD PAY Acad Appr 1
(] CU ADD PAY Acad Appr 2
O CU ADD PAY Admin Appr 1
Back Sawve for Later Quit without Saving Save and Submit

Return to Main page

Search Another Employee

7. A verification message with the access that will be removed from the user’s profile will pop-up. Click “Yes” to
proceed or “No” to return to the previous screen.

You are about to remove access from this employee's profile (22100,1166)

You are about to remove access from this employee's profile. The employee will need to re-apply for access fo reinstate it. Click "Yes" to proceed
or "No" to return to previous screen.

Workflow access removed: CU ACCT Approver 1

Yes No
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8. Once submitted, the process will save the transaction and the page will then show Request Status as Completed.
You can then click on “Search Another Employee” to remove a different user’s access.

Re-certification Access Changes

Marcelino Mcclanahan Step 3 of 3: Remove Workflow Roles
UNI LIMI HR Status Active
N 3 Empl ID EMPLID Full/Part Time Full-Time
k"m, ,__f"‘" Job Code 312106 Email Address hris-test@colurnbia.edu
2 Job Title Dean - FINC
Request Date  02/27/2021 Request Status Completed

Remove Workflow Access

= Q 1-50f13 ~ » .N |
View All

Remove Role Name

CUACCT Approver 1
CUACCT Approver 2
CU ADD PAY Acad Appr 1
CU ADD PAY Acad Appr 2

CU ADD PAY Admin Appr 1

Back Save for Later Quit without Saving Save and Submit

Return to Main page

Search Another Employee
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Once access removal is completed, it is recommended to run the PAC Re-certification Report again to verify that the access
has been removed. When the review is complete, you are now ready to sign-off.

To sign-off:

1. Navigate to: Main Menu > Manager Self Service > Security > Re-certification Sign Off
2. Click on “Add a New Value” tab to add the new criteria.

< Remove Dept

Re-certification Sign off

Enter any information you have and click Search. Leave fields blank for a list of all values.
Find an Existing Value : Add a New Value
¥ Search Criteria
Year begins with po21

UserID = begins with ~ sfall

[JCase Sensitive

[ Search Clear Basic Search @ Save Search Criteria

3. Enter “Approve” in the PAC RECERTIFICATION POLICY AGREEMENT, then click “Continue”.

< Remove Dept

Recertification Sign-off

sfall 2021

OLUMIBA UNIVERSITY HR SYSTEMS RECERTIFICATION POLIC

As a DAF Administrator, | understand that | am responsible for maintaining the roster of individuals in my
department(s) with DAF authority and access to the University HR Systems. | have considered the DAF policy
located in the Columbia University Policy Library (hitp.//policylibrary. columbia.eduf). In particular, | have considered
what is necessary within the scope of the employee’s responsibilities and appropriate segregation of duties.

| have reviewed the access on the PAC Security Administration Recertification Report. | have submitted the
necessary deletions to the CU Human Resources Ofiice and confirm that the access to the department(s) over
which | have authority is appropriate. In addition, | have nofified the CU Human Resources Office and/or other DAF
Administrators where changes are needed for which | dont have authority.

By typing APPROVE and clicking Continue, | confirm the statements of the PAC Policy above.

PAC RECERTIFICATION POLICY AGREEMENT: APPROVE

Continue

{ Save Notify Add Update/Display

Please contact PAC Security Administration if you have any questions:
e Sheila Amato (sfal0@columbia.edu)
e HRIS Security Team (hris-security@columbia.edu)
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Section 3: PAC Recertification

The PAC Recertification report is available to DAF Administrators and DAF Deputies for each School/ Administrative
Unit through PAC. The report can be run for a department, user role, or individual user.

Data provided in the Recertification Report:

The Recertification Report is divided into two tabs. The first tab “Raw Data” provides a complete list of all
users and the roles they hold in PAC.

Column Name Description Access to be Recertified
UNI UNI of individual with access or authority
Name Name of User
EmplID Employee ID of User
School First two digits of department, indicating the
school/admin unit to which the user belong
Level 4 Admin First four digits of'department, indicating the level 4
department to which the user belongs
Admin Dept Number Admin Department or Node (number) that the User
belongs to
Admin Dept Desc :)dmm Department or Node (name) that the User belongs
PAC status of User
“A” Active - User’s access is active and user can transact
Employee Status .
No other status has access to PAC. If employee status is
missing, employee is also active
Overall PAC status of User
CU Overall Status A” Active - User’s access is active and user can transa.ct
No other status has access to PAC. If employee status is
missing, employee is also active
Internal PAC code for departments to which user has
access
RowSecClass
Does not need to be reviewed. Is a system label used to
identify department groups
Dept ID 7 digit department/node to which user has access
“Y” indicates user has access to that node/ department
. “N” indicates user does not have access to the
Indicates where a user may have access to a node, but not . .
Dept Access 0 o department, even if s/ he has access to the higher level
to a specific value within the node
node. These are departments that have been excluded
from the users” access.
Indicates whether or not the department is active
Effective Status Users in PAC have access to the old FAS department
numbers, but they are not active
Descr Department name for departments to which user has
access
) . . See Appendix A for a translation of PAC roles to their
Role Name Name of PAC role granting User access or authority functional role description.

Please feel free to manipulate, pivot and review this data as you need.
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The second tab, “Roles & Departments,” provides a pivot table view of users grouped by Administrative department,
displaying all roles a user has been granted, grouped by role type, and, the departments to which a user has access.

Please Note: The department counts on the pivot table are different for Page roles (e.g., Manager Self Service) and
approval roles (e.g., TBH Admin Approver 1). Access to page roles can be by node, similar to the way inquiry access
works in ARC. Workflow roles however, are by individual department, similar to the way approval roles work in ARC.
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Appendix A: Translation of PeopleSoft Roles in PAC to Functional Roles

In the PAC Recertification Report, the roles will be listed by the PeopleSoft Role names. This table provides a translation
from that name to the functional description of the role.

PeopleSoft Roles

Description of Department Roles

CU Manager

Allows you to view and print PAFs, update job and personal data for the

employees in the departments to which you have access.

This role also gives you the ability to run all MSS reports, Labor Accounting
Reports, and HR data reports (in the HR Data Store).

Enhanced Manager Self-Service (eTerm)

In addition to the functionality listed under Manager Self-Service this role gives
you the ability to electronically submit a termination for administrative and

academic employees.

CU LA Create Combo Code

Allows you to create combo codes in PAC, using valid active Chart Fields.

CU Management Reports

This role gives you access to run the MSS reports out of PAC, the Labor
Accounting reports from PAC Reporting and the HR Data reports from the HR
Data Store.

This role is only for users who do not have Manager Self-Service or a Labor
Accounting approver role. Those roles include reporting and are not listed

separately.

CU Labor Accounting Reports

This role gives you access to run the Labor Accounting reports from PAC

Reporting and the HR Data reports from the HR Data store.

CU Managerial Salary Planning

Allows you to enter annual increases via eCompensation.

This is a Morningside-only role.

CU HR Transaction Initiator (TBH Initiator)

Allows you to initiate hire/rehire transactions for the department(s) to which you

have access.

CU HR Transaction Approver (TBH Approver)

Users who are going to approve TBH transactions need either the Manager Self
Service role or this one. Role gives no additional PAC access, except in

conjunction with the approval level roles listed below

CU TBH Acad Approver 1 Allows you to approve (at the 1st level) hire/rehire transactions for employees
dini hired into the departments to which you have access, and for hires in other
CUTBH Admin Approver 1 departments who are being charged to your department (as the foreign funding
approver).
CU TBH Acad Approver 2 Allows you to approve (at the 2nd level - School/ Admin Unit) hire/rehire
CU TBH Admin Approver 2 transactions for employees in the departments to which you have access.
CU TBH Admin Reviewer 2 Allows you to review (at the 2nd level - School/ Admin Unit) hire/rehire

transactions for employees in the departments to which you have access.

User is limited to either the Approver Role or the Reviewer Role - not both.
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CU TBH Acad Approver 3 Allows you to approve hire/rehire transactions for employees at the campus
level.

CU TBH Admin Approver 3
Role limited to Provost’s Office and CUMC Payroll

CU HR Additional Pay Initiator Allows you to initiate add comp transactions for the employees in the
department(s) to which you have PAC access and to employees outside of your
home department.

CU ADD PAY Acad Appr1 Allows you to approve (at the 1stlevel) add comp transactions for employees in
the departments to which you have access.

CU ADD PAY Admin Appr 1
Allows you to approve add comp transactions charged to your department, for
employees outside of your home department, as the foreign funding approver.

CU ADD PAY Acad Appr 2 Allows you to approve (at the 2nd Jevel) add comp transactions for employees in
the departments to which you have access.

CU ADD PAY Admin Appr 2

CU ADD PAY Admin Reviewer 2 Allows you to review (at the 2nd level) add comp transactions for employees in
the departments to which you have access.

User is limited to either the Approver Role or the Reviewer Role - not both.

CU ADD PAY Acad Appr 3 Allows you to approve add comp transactions at the 3rd (campus) level.

CU ADD PAY Admin Appr 3 Role limited to Provost’s Office and CUMC Payroll and CUHR.

CU HR Accounting Initiator Allows you to initiate salary distribution and cost transfer transactions for the
employees in the department(s) to which you have PAC access.

CU HR Accounting Approver Users need either Accounting Approver or Manager Self Service, in addition to a
level approver role (listed below) in order to have access to the worklist and
approve salary distribution and cost transfer transactions.

CU ACCT Approver 1 Allows you to approve (at the 1st level) salary distribution and cost transfer
transactions for employees in the departments to which you have access, and to
approve salary distributions and cost transfers for employees outside your
departments that are being charged to your department (foreign funding
approver).

CU ACCT Approver 2 Allows you to approve (at the 2nd level) salary distribution and cost transfer
transactions for the employees in the departments to which you have access.
This is a Morningside-only role.

CU ACCT Reviewer 2 Allows you to review (at the 2nd level) salary distributions and cost transfer
transactions for employees in the departments to which you have access.

User is limited to either the Approver Role or the Reviewer Role - not both.

CU eTerm Acad Appr 1 Allows you to approve (at the 1st level) eTerm transactions for employees in the

departments to which you have access.
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CU eTerm Admin Appr1
CU eTerm Acad Appr 2 Allows you to approve (at the 2nd Jevel) eTerm transactions for employees in the
departments to which you have access.
CU eTerm Admin Appr 2
CU eTerm Acad Appr 3 Allows you to approve eTerm transactions at the 3rd (campus) level.
CU eTerm Admin Appr 3 Role limited to Provost’s Office and CUMC Payroll and CUHR.
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